
Expanding Access to 
Faster Payments Systems 
if You’re Not A Bank

FPC Member Meeting
Steve Mott and Maria Arminio
September 2021

1© 2021 U.S. Faster Payments Council. Materials are not to be used without consent.



Purpose and 
Objective of 
this Session

• This session will look at alternative ways to 'ride the 
rails' of FedNow, TCH RTP, Zelle, and other offerings 
for retail buyers and sellers as well as SMBs and 
Billers. 

• It will delve into use cases for secure acceptance QR 
codes, A2A payment applications (Open Banking), P2P 
configurations, virtual network systems, and other 
means of one day accessing the faster payment 
networks without having to be a bank. 

• The intent is to draw out viewpoints from attendees 
to inform the Membership on options; e.g.,:

• Is the FPC’s lexicon/purview on ‘faster payments’ broad 
(and timely) enough?

• Are there minimum security and data protection/sharing 
‘standards’ needed to help guide users across a multitude 
of choices?

• Should better authentication be a baseline for embracing 
and ramping up adoption of Faster Payments?
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50,000-foot 
View of 
Today’s 
Faster 

Payments 
Marketplace
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Faster Payments are proliferating and growing globally (with 
a push from Covid)

But their growing presence is not without some concerns

Many feature Central Bank-sponsored services (bank-to-
bank)

But many other forms of ‘faster payment’ are springing up

Users (consumers, businesses, others) are finding their way 
to these alternative forms of ‘real-time’ payments

And non-banks appear to increasingly finding ways to 
become providers

Infrastructure changes will be required—chief among them 
security, and the role of authentication
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Most of What We Know and Discuss is Concentrated
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Growing Presence? Certainly.  But Not Without Growing 
Concerns Over Spawning a New Venue for Fraud
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Global mobile wallet adoption: 
• Mobile wallet adoption rose to an historic high of 46 percent in 2020, up from 40.6 percent in 2019 and 18.9 percent in 

2018
• Total mobile wallet transactions amounted to 102.7 bn in 2020 and are expected to reach 2,582.8 bn by 2025 

Payments fraud: 

• Globally, card-related fraud remains highest in terms of reported incidents from consumers, but fraud incidents associated with real-time 
payments were on the rise from 2019 to 2020 as fraudsters tend to target new channels

• Real-time payments scams that were on the rise include: confidence tricks (12.5 percent of all fraud instances in 2019, rising to 13.7 
percent in 2020), Identity theft (6 percent rising to 11.6 percent) and digital wallet account hacks (4.4 percent rising to 6.2 percent) 

• Top three fraud types in North America include:
• Card details stolen/skimmed at a merchant location (e.g. at a retailer, restaurant, gas station, hotel, taxi) – 22 percent 
• Card details stolen on the internet – 20 percent
• Personal information stolen and used to apply for financial products – 14 percent 

Global real-time payments growth: 
• Total number of real-time transactions in 2020 was 70.3 bn, up 41 percent from 50.0 bn in 2019
• The real-time share of global electronic transactions in 2020 was 9.8 percent, up from 7.6 percent in 2019; it is predicted to be 17.4 

percent by 2025 
• The value of real-time transactions was up by 32.8 percent from 2019, rising from $69tn to $92tn; the expected CAGR by 2025 is 12 

percent 
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The U.S. is 
Now in the 
Mix of 
Leading 
Adopters
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More than 85 Systems in 79 Countries

7
© 2021 U.S. Faster Payments Council. Materials are not to be used without consent.



But ‘Faster 
Payments’ 
are Popping 
Up All Over
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Convergence of Digital Payment Options Complicates 
Market Understanding and User Adoption
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A2a

Faster
Payments



A2A Models 
Extend to 
Next-Gen 
(non-Card) 
Payments
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Digital/Mobile Wallet, P2P and ‘Remixed” Debit card-
based Payments
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QR Code Bank Account Payment Options at POS: Citcon
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E.g., PayPal and Venmo at Grocer—with QR Codes
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Gig 
Economy 

Puts a 
Premium 

on
‘Getting 

Paid’ Fast 
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Lyft (and Uber) 
Extend Debit Card 

Model to an 
Embryonic 

Financial Services 
Venue for Drivers 
Living from Fare-

to-Fare
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Yet Debit Cards Have Their Limits as Faster Payments
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Singapore’s GrabPay Offers an Extended Private Financial ‘Venue’
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Account Funding Can Come from the 
Government’s PayNow Service, Indicating 

a Private plus Public Interoperation
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Europe (SEPA) 
Structures for 
Instant Credit 

Transfers 
Underscores the 

Intention to 
Offer Open and 

Competitive  
Participation
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B2B Begins to Open Up on RTP/Zelle Foundation 
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Business Payments Coalition: Virtual Network for e-Invoicing 
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NACHA Phixius
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Several  
‘Formal’ RTP 
Models have 
Shown Paths 
Forward in 
Adoption 

(and 
Interoperabil

ity)
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Australia’s Rapid 
Adoption Owes to 

Industry Consensus on 
Fostering Competition; 
Overlay Services Offer a 
Model for FedNow (and 

Beyond?)
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Scaling the Adoption of Faster Payments

• Expanded use cases
• Expanded access for NFIs
• Innovative Applications
• Interoperability
• Global interconnections
• Mastering a new fraud target 

venue
• Rethinking best practices for 

security/privacy/data sharing
• Incorporation of standard 

Authentication approaches

• Scheme-driven or market-driven?
• Who qualifies and on what basis?
• Can these exist as network plug-ins (APIs)?
• How far should this go?
• How many?  When? What if >1 in a country?
• Have we actually understood the threats, and 

identified relevant solutions?
• Where do these standards come from?  

Can/should  they be embraced by FPC?
• Should the FPC be involved in authentication 

standards
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Key Factors in Fueling Adoption Questions for FPC
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Litmus Test ?: The Expansion/Fit of QR Codes 
with Faster Payments

• Many of the emerging ‘Faster Payments’ use QR codes to go beyond the legacy POS infrastructure
• China does $5.5 trillion in QR code payments with little friction or fraud; China Union Pay 

supports QR code payments in 40+ countries; UPI in India

• Several countries have formed/are forming national ecosystems to ensure interoperability, safety 
and utility

• Trans-national use will likely pressure Faster Payment systems to interoperate, putting pressure 
on interoperability 

• QR code ‘rationalization’ (i.e., development of sufficient standards to avoid excessive proliferation 
of proprietary schemes) could be facilitated as low-risk test case for Faster Payments systems 
interoperability

• Rationalization could include minimum (and standard) use of encryption, and protections with/for 
dynamic data and links

• Authentication approaches standardized around digital access could prove out for QR codes as a 
model for all Faster Payments
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Examples of Standards for Faster Payments:
A Focus on Authentication and Data Security 

Definitions Beneficial 
characteristics

Technology 
overview

Implementation 
challenges

Global adoption 
trends
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Authentication 
Standards 

Bodies
for the Online 

Realm

FIDO 
ALLIANCE W3C
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FIDO Alliance 
Standard 

Definition

The new Fast Identity Online (FIDO) 
standard reinforces the security of online 
identity authentication systems on mobile 
devices and web applications. 
Its goal is to replace the exclusive use of 
passwords with more secure biometric 
authentication mechanisms that are protected 
by encryption systems.

• FIDO2 is the overarching term for FIDO 
Alliance’s newest set of specifications. 

• FIDO2 enables users to leverage common 
devices to easily authenticate to online 
services in both mobile and desktop 
environments. 

Source:  FIDO Alliance website
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W3C WebAuthn 
Definition

• WebAuthn enables online services to use 
FIDO Authentication through a standard 
web API that can be built into browsers 
and related web platform infrastructure. 

• It is a collaborative effort based on 
specifications initially submitted by FIDO 
Alliance to the W3C and then iterated 
and finalized by the broader FIDO and 
W3C communities. 

• WebAuthn was designated an official 
web standard in March 2019.

• It is currently supported in Windows 
10 and Android platforms, and 
Google Chrome, Mozilla Firefox, 
Microsoft Edge and Apple Safari web 
browsers.

Source:  FIDO Alliance website © 2021 U.S. Faster Payments Council. Materials are not to be used without consent.

https://fidoalliance.org/fido-alliance-announces-fido-authentication-poised-for-continued-growth-as-alliance-submits-fido-2-0-web-api-to-w3c/
https://www.microsoft.com/en-us/microsoft-365/blog/2018/11/20/sign-in-to-your-microsoft-account-without-a-password-using-windows-hello-or-a-security-key/
https://fidoalliance.org/android-now-fido2-certified-accelerating-global-migration-beyond-passwords/
https://blog.chromium.org/2018/09/chrome-70-beta-shape-detection-web.html
https://blog.mozilla.org/blog/2018/05/09/firefox-gets-down-to-business-and-its-personal/
https://blogs.windows.com/msedgedev/2018/07/30/introducing-web-authentication-microsoft-edge/
https://webkit.org/blog/8517/release-notes-for-safari-technology-preview-71/
https://fidoalliance.org/fido2/


Authentication Standards for QR Models

The FIDO2 specifications are the World Wide Web Consortium’s 
(W3C) Web Authentication (WebAuthn) specification and FIDO 
Alliance’s corresponding Client-to-Authenticator Protocol (CTAP).

The Challenge for QR 
models:  

Authentication must be 
built into the operating 
systems of retail 
platforms 
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Implementation Challenges

SUPPORT ON 
PLATFORMS AND 

WEB SERVERS

TRANSACTION 
ABANDONMENT 

UBIQUITY
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Data Sharing  
Standards 
Bodies for 

Open Banking

FDX Afinis
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• Dedicated to unifying the 
financial industry around a 
common, interoperable, royalty-
free standard for secure and 
convenient consumer and 
business access to their financial 
data. 

• Operates in the US and Canada.
• Membership is open to financial 

institutions, fintech companies, 
financial data aggregators, 
consumer advocacy groups, 
payment networks and other 
industry stakeholders.

https://financialdataexchange.org/ 34
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FDX on APIs
• Increased API scope for North American open finance standards 
• Includes credit management, payment services infrastructure 

and more than 620 unique financial data elements that 
consumers can share and use.

• Latest release focuses on two major developments for payments:
• FDX API 4.6 – Completes FDX’s payment services 

infrastructure; includes full functionality for money 
movement; provides comprehensive API coverage for financial 
rewards data 

• FDX API Security Model v 3.3 – Defines security specifications 
for secure end-user permissioning for financial data sharing, 
identification of intermediaries, and maintaining security of 
data in transit.
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• Membership-based standards organization. 

• Develops implementable, interoperable and 
portable standards across operating 
environments and platforms. 

• Furthers the work of NACHA’s Payments 
Innovation Alliance API Standardization 
Industry Group (ASIG) and the Interactive 
Financial eXchange Forum (IFX). 

https://www.afinis.org/about-afinis
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Implementation Challenges

ACCESS 
PERMISSIONED

SECURITY INTEROPERABILITY
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Primary Security Challenges with Faster Payments 
Using QR Codes

• Users can’t detect a phony QR Code
• QR codes downloaded via phishing attacks can promulgate malicious code—

especially re-direction to dangerous URLs
• Bad QR codes can trigger payments, reveal locations
• Immersion in advertising uses can jeopardize user identification and data, and 

expose them to scams
• Some or all of a QR code can be replaced (e.g., POS sticker), or changed/hacked 

(in the case of dynamic QR codes) to commit fraud
• A 2021 report by McAfee listed QR code abuse as a top-five threat for the new 

year (“QRishing”)
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From ACI Report (2021): Time for a Change in Lexicon
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U.S. Profile
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U.S. Profile-2
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ACI View on Faster 
Payments Fraud 

Challenges
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Rapid uptake in 
use moving faster 

than consumer 
cognition of risks
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Ivanti Research Profile
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