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THE REAL PROBLEM OF A FAKE IDENTITY
What is Synthetic Identity Fraud? 

• The use of a combination of 
personally identifiable information 
to fabricate a person or entity in 
order to commit a dishonest act 
for personal or financial gain

• Different from conventional 
identity theft – implied identity not 
typically associated with a real 
person

The Federal Reserve led a focus group of industry experts to 
develop this industry-recommended definition in order to foster 
improved awareness, measurement, detection and mitigation. 
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THE REAL PROBLEM OF A FAKE IDENTITY 
Why Synthetic Identity Fraud is a Cause for Concern

Children’s 
social security 

numbers (SSNs) 
used over 50 times

more than 
adult SSNs 3

Resulted in 
2018 annual

loss of $14.7B
to financial 

institutions 1

Often 
miscategorized 
as a credit loss, 
accounting for 

20% of all credit 
charge-offs 2

14.4 million 
consumers 

directly impacted 
in 2018 1

Fastest-
growing
type of
financial
crime in 
the U.S.

Sources: 1 Pymnts.com, 2 LexisNexis, 3 Carnegie Mellon CyLab

https://www.pymnts.com/fraud-prevention/2020/synthetic-id-fraud-fighting-fi/#:%7E:text=Researchers%20dubbed%20synthetic%20ID%20fraud%20the%20%E2%80%9Cfastest-growing%20form,their%20security%20methods%20to%20handle%20the%20issue%2C%20too
https://blogs.lexisnexis.com/fraud-and-identity-in-focus/detecting-and-combating-synthetic-identity-fraud-mdr/
https://www.cylab.cmu.edu/_files/pdfs/reports/2011/child-identity-theft.pdf
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• Onboarding validates information, but not 
the customer’s complete identity

• Customer identity typically not 
reauthenticated after account opening 

• Payment behavior may not indicate 
fraudulent activity

• Limited ability to detect with conventional 
fraud models 

THE REAL PROBLEM OF A FAKE IDENTITY
Challenges in Detecting Synthetic Identity Fraud
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THE REAL PROBLEM OF A FAKE IDENTITY 
Pervasiveness of Synthetic Identities
Synthetic identities are used to defraud multiple industries (e.g., payments, healthcare and 
government), making synthetic identity fraud one of the most far-reaching types of fraud.
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• Continue research and outreach to increase 
industry awareness and understanding 

• Advance fraud mitigation through 
development of an industry toolkit

• Improve data quality and availability through 
industry collaboration

BEGINNING TO SOLVE THE PROBLEM
The Federal Reserve’s Efforts
To Fight Synthetic Identity Fraud
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